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Abstract: Existing health information sharing systems deal with interoperability and standardization in a
centralized manner, rather than attaching necessary importance to security and privacy issues. Several prior
studies and research projects consider messaging and classifying standards, and semantic interoperability as
their main objectives, whereas the security aspects are limited to encryption of the medical data and user
authentication. Current centralized structures, such as Google Health providing a patient-oriented service
and Saglik-NET offering a healthcare-provider-oriented framework, have drawbacks in terms of robustness
(single point-of-failure), scalability, and fairness (single privileged system provider). Existing decentralized
solutions do not target security, privacy, and fairness issues.

The aim of our work is to propose a secure P2P health information sharing system by improving state-of-the-
art in terms of patient controlled sharing, fair medical data exchange, and decentralized P2P approach. It is
well-known that P2P design principles help in reducing load on the peers and developing efficient network
protocols. Furthermore, it is a constitutional right of a patient to control how medical information about
himself / herself is shared, and under which circumstances. This will be enforced through cryptographic
mechanisms. Another use of novel cryptographic primitives will mend itself into fair medical-data sharing
protocols where the medical information about a patient gathered at different peers (e.g., healthcare
providers) will be shared in a P2P system fairly. Thus, the patient will rest assured that any institution (s)he
visits for medical purposes will be able to see all relevant aspects of the patient’s medical history. That
means, regardless of where the past visits of the patient have occurred, the appropriate cure can be carried
on.

In our study, peers will be small-medium public or private hospitals, other healthcare organizations, or
insurance companies. Our evaluation will be based on a prototype implementation and deployment first at
Kog University network platform, and then at American Hospital for extended measurements. All
cryptographic protocols will be proven secure, and their efficiency will be tested. We shall also conduct case
studies that may include data of patients with serious diseases, such as breast cancer.
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Ozet:

Mevcut saghk bilgi paylagimi sistemleri, birlikte ¢alisabilirlik ve standardizasyon ile anlasma konularini
merkezi bir ortamda ele alarak giivenlik ve gizlilige gerekli 6nemi vermemektedir. Birgok onceki ¢alisma ve
aragtirma projesi mesajlagma ve smiflandirma standartlar: ve anlamsal birlikte ¢alisabilirlik konularini ana
hedefleri olarak goz oniinde bulundurmuslar, giivenlik konularini tibbi veri sifreleme ve kullanici kimlik
dogrulamast ile simrlandirmiglardir. Google Health hasta odakl hizmet veren bir merkezi yapt ve Saglik-
NET de saglik-saglayict odakli bir ¢erceve sunan merkezi yapudir, dezavantajlar: saglamlik (tek bir ariza
noktasi), olgeklenebilirlik ve adalet (tek ayricalikli bir sistem saglayicisi) agisindandir. Meveut merkezi
olmayan ¢ozumler guvenlik, gizlilik ve adalet konularim hedeflememektedir.

Calismalarimizin amaci, hasta kontrollii paylasimi, adil tbbi veri aligverisi ve merkezi olmayan P2P
yaklasim agisindan son teknoloji tiriinii gelistirerek giivenli bir P2P saghik bilgi paylasim sistemi onermektir.
P2P tasarim ilkelerinin, gérevdes yiikii azaltmak ve verimli ag protokolleri gelistirmekte yardimci oldugu ¢ok
iyi bilinmektedir. Ayrica, bir hastanin kendisi hakkinda t1bbi bilgi paylagiminin nasil ve hangi sartlar altinda



paylasildigint kontrol etmesi anayasal bir haktir. Bu kriptolojik mekanizmalar araciligiyla yiiritilir. Yeni
kriptolojik ilkellerin baska bir kullanimi da farkl diigiimlerde (6rn. saglik hizmeti) toplanan hasta hakkindaki
ubbi bilginin P2P sistem ile adil olarak paylasilip tibbi veri paylasim protokollerinin kendini tamir etmesi
olacaktir. Boylece, hasta ubbi amacglar igin ziyaret ettigi herhangi bir kurum veya kurumlarda tibbi
gegmisinin ilgili tiim yonleriyle goriilebileceginin miimkiin olacagindan emin olacaknr. Bu da hastanin
gegmis ziyaretleri nerede meydana gelmis olursa olsun uygun tedavinin yapilabilir olmasi anlamina
gelmektedir.

Bizim ¢alismamizda, ortaklarimiz kiigik-orta 6lcekli bir kamu hastaneleri veya dzel hastaneler, diger saglik
kuruluglart ya da sigorta sirketleri olacaktir. Degerlendirmemiz, bir prototip uygulamaya ve dagitima bagh
olarak ilk Kog Universitesi ag platformunda ardindan da genisletilmis élgiimler icin Amerikan Hastanesi 'nde
yapilacakur. Tiim sifreleme protokollerinin glvenligi kamitlanmis olacak ve verimliligi test edilecektir.
Ayrica meme kanseri gibi ciddi hastaliklart olan hastalarin verilerini iceren vaka ¢calismalar: da yiiriitecegiz.
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